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Austin, TX

Employer Details:

Nancy Reagan
+1 330 288 8718
nancy@lambdanetsllc.com

Professional Summary:
· A recognized industry professional with overall 12+  Years of IT industry experience Identity Access management, Incident management & VMware - Technical /Application Production Support & Maintenance Projects using ITIL framework and have extensive experience in Process and providing maintenance to large scale client based Role Based Access control (RBAC) applications in IT industry.
· A Certified management professional with experience in ITIL, Windows , VMware, Knowledge Transfer Skills & Training, Operations Management, Quality Management, SLA, KPI Management, service management and IT support including process transition, access review & provisioning across diverse organizations; seeking a Leadership position with a professionally managed organization to leverage acquired skills in accomplishing organizational growth objectives 
· Currently serving as Incident & Identity Access Management (IAM) Manager
· Lead the IAM function and services and drives its efficiency and effectiveness. Mentors Process team, defines and coordinates day-to-day responsibilities of service management staff.
· Experience in transitioning teams from traditional Waterfall to ITIL methodologies with focus on Continuous Delivery to multiple delivery teams
· Worked majorly into Incident Management, Identity Access Management (IAM &PAM)  & Vmware for supporting Global Infrastructure Support.
· Provide client support and technical issue resolution via E-Mail, phone and other electronic medium.
· Coordinate with various IT teams and Stakeholder management- Communicate with end users, middle management, manage client expectation and satisfaction and ensuring deliverable content and quality throughout project life cycle.
· Managing project scope and proactively identifying/resolving client challenges; identifying risks/issues/mitigation and managing during the life-cycle of a project and RBACs.
· Gained functional skills in analyzing the client requirements, transferring new ideas into client‘s solutions including opportunity identification, requirements, development, delivery, support & analysis and documentation.
· Good skills in Management Reporting and Key Performance Indicators.

Certifications:
· ITIL V3 Foundation Certified
· Microsoft windows 2012- MCP
· VMware VCPDC 6.0 Certified

Core Competencies:
· Incident, Change & Problem Management
· Identity Access Management (IAM)
· Incident Management
· Server management
· Team Management
· RBAC / PAM / IAM
· Knowledge Management (SOP)
· MIS – Reporting 
· Learning & Development

Tools:	Service Now / Remedy /  Service Desk, Lotus Notes , VMware, Putty and Maintaining Server Infrastructure. MS-Office Products (MS-PowerPoint, MS-Word, MS-Excel)
Operating Systems:	Windows & Linux
Domain Skills		Insurance, Finance, & Banking 

Skill Set:
Process Experience: Lead – Incident, Identity Access Management, Vmware(vsphere) :
· Ensuring that the goals of the incident management process are achieved; restoring normal service as soon as possible based on customer perspective and within defined SLA.
· Detecting, logging, categorizing & prioritizing incidents and providing initial incident support.
· Closing incidents after verification from users, defining & planning separate procedures for major incidents and ensuring adherence to SLA and priority based management.
· As a Incident Manager, responsible to drive effectiveness and efficiency of Incident Management process Liaise with customers, IT executive, IT platform managers.
· Identifying change requirements; defining change strategy and plan; organization impact & change readiness assessment; risk assessment & action planning; communication interventions; stakeholder management


Professional Experience:

Project – Morgan Stanley, USA	                                                                                                                            Jan 2022 – Till date
IAM Incident manager - Infrastructure & Problem management
· Working as Lead for handling client critical incidents with incident managers and multiple teams
· Handling Onshore / Offshore with a team of 10 people and providing technical and functional assistance to NOC & various IAM, Vmware,  Azure,  AWS & Infrastructure related incidents 
· Ensure Process Compliance, Adherence & Maintenance of Service Management Process & Tools
· Engage with incident NOC managers and technical team members interconnected with sub process and process dependencies.
· Add/Modify/removal of privileges in the organization's cybersecurity posture and reducing exposure to security threats 
· Implement PAM protocols with BeyondTrust solution, systematically revoking access permissions. Ensured strict adherence to security policies and regulatory standards
· Maintains relationship with Leadership teams  & stake holders and provide priority resolution for the incidents raised.
· Strong understanding of access policies, enterprise-wide policy enforcements. 
· Execution of user access requests (Add, change, delete) within an acceptable timeframe and conduct incident meetings on weekly and monthly basis.
· Provides subject matter expertise and leadership in service management and handle Leadership escalations.
· Take the ownership to oversee the day to day operations relating to Incident Management across teams
· Use Escalation matrix appropriately to get appropriate level of focus from technical teams and Leadership
· Co ordinating with Problem management and incident management team to have a smooth resolution and creating problem ticket for the Major / Critical Incidents.
· Manage project scope and proactively identify and resolve client challenges. Identify risks, issues and migrations and manage these during the life-cycle of a project
· Preparing Volume trend analysis on monthly basis and present the data in the MSR meeting with the leadership.
· Resource planning  for the activities related to Business continuity 
· Engage with the leadership team, Project managers & PMO for HLSD and LLSD planning and identify the grey area of the project at the iniatial stage
· Provide process level and Technical level training for the team member on regular basis and set up weekly  and monthly follow up calls for appreciations and process improvements.
· Complete knowledge of application and server infrastructure on all the Code drop, Code fix  & True ups.
· Provide support and participate in the Change Control Board and change control process
· Handling and updating database when a change is successful implemented
· Generating Daily/Monthly/Quarterly/yearly KPI’s Reports as per the client requirements



Hexaware Technologies – USA	June 2018 – Oct 2021
Technical Specialist - Incident/Change Management, Access management(IAM & PAM) & Vmware administration.
Project: Supporting “InHouse project”.
· As Incident & IAM Lead will be responsible for managing the access management functions and reviewing Incidents
· Working as SME for handling client critical incidents with in multiple teams
· Handling Onshore/Offshore with a team of 5 people and providing technical and functional assistance to various Identity Access Management (IAM) and Vmware related quries
· Ensure Process Compliance, Adherence & Maintenance of Service Management Process & Tools
· Lead the functions of IAM & Vmware services and drives its efficiency and effectiveness. Defines and coordinates day-to-day responsibilities of service management staff
· Maintains relationship with Service & Customer Management
· Provides subject matter expertise and leadership in service management
· Take the ownership to oversee the day to day operations relating to Incident Management across teams
· Detecting and recording the incidents. Provide initial assessment of categorization and prioritization for reported incidents. Sending Executive Alerts to all the stakeholders for P1& P2 incidents and assigning to the appropriate technical team or person to bring back the service disruption to normalcy. Ensure that proper initial incident Delivery provided to end-user or customer. Search database containing records of problems, symptoms and resolutions
· Use Escalation matrix appropriately to get appropriate level of focus from technical teams and management
· Responsible for maintaining a good cycle time for call closure within the team and adhering to the SLA's
· Having good understanding in infrastructure technologies like (Windows, Servers, Email and Messaging Services and Networking, etc) 
· Manage project scope and proactively identify and resolve client challenges. Identify risks, issues and migrations and manage these during the life-cycle of a project
· Fine tune of performance metrics and improve performance of Host and CPU utilization, Memory, Backup issues, permission issues etc on Windows servers
· Regular modifications of Servers Inventory & customer RUN Books
· Escalations, attend CAB, Incident & score card review meetings
· Installation & Administration of VMware VMware vCenter 4.x/5.x /6.x
· Implement virtualization solutions based on vSphere 5.x and 6.x Environment
· Closing incidents after verification from users, defining & planning separate procedures for major incidents and ensuring adherence to SLA and priority based management
· Identifying stability trends and escalating them through the Problem Management process
· Coordinate between various support teams to identify the root cause of a problem and find a workaround or solution
· Use Escalation matrix appropriately to get appropriate level of focus from technical teams and management
· Ensure that the right resources are available to investigate, identify, and resolve the root cause of a problem
· Performing Reactive and Proactive Incident/problem management process via various Root Cause Problem Solving (RCPS) techniques like 5 Five whys/Ishikawa (Fish Bone) /Brainstorming/ SPEGHATTI MODULE etc
· Identifying change requirements; defining change strategy and plan; organization impact & change readiness assessment; risk assessment & action planning; communication interventions; stakeholder management
· Facilitate Change Advisory Board Meetings and Deciding appropriate stakeholders for the CAB meetings
· Responsibilities include:Planning, scheduling, managing and chairing CAB meetings. Includes creation of agenda's and meeting minutes
· Provide support and participate in the Change Control Board and change control process
· Handling and updating CMDB database when a change is successful implemented
· Generating Daily/Monthly/Quarterly/yearly KPI’s Reports as per the client requirements




Royal Bank of Scotland,Chennai, India 	Aug 2013 - Aug 2017
IAM Senior Analyst
Project: Supporting “ABN AMRO & Williams and Glyn” Identity Access  management (IAM) and Incident management  programs for different teams within the organisation.
· Lead Role on Build, BAU, Transformation, Access controls & BCP projects and handling priority based P1, P2, P3, P4 tickets also find out RCAs.
· Handling a team of 6 people and providing functional and technical trainings in various tools related to Identity access management, VMware server management and Incident handleing.
· Reconciliation Process – Perform quarterly access review lists for resource owners to confirm access lists and to audit for dormant accounts.
· Deals with assigning Smart Cards, RSA Tokens and Digipass Tokens. 
· Performing rescan analysis performed to ensure the security issues identified are remediated properly & checks for the fixes.
· Identified vulnerabilities and recommended proper remediation to ensure the overall level of security of the infrastructure.
· Strong understanding of access policies, enterprise-wide policy enforcements. 
· Execution of user access requests (Add, change, delete) within an acceptable timeframe and conduct incident meetings on weekly and monthly basis.
· Application Security Event monitoring ACACIA, IIQ and Active directory
· Deployment of VM solution in the Customer's Infrastructure adhering to the timeline process.
· Cross Trained In Cost centre management
· Prepare trend related to incident, problem & change management for the higher management
· Responsible for maintaining a good cycle time for call closure within the team and adhering to the SLA's
· Having good understanding in infrastructure technologies like Identiy access management (IAM), Vmware, Servers, Middle-ware, Email and Messaging Services and Networking, etc.) 
· Analyse project scope and proactively identify and resolve client challenges. Identify risks, issues and migrations and manage these during the life-cycle of a project.
· Closing incidents after verification from users, defining & planning separate procedures for major incidents and ensuring adherence to SLA and priority based management.
· Identifying change requirements; defining change strategy and plan; organization impact & change readiness assessment; risk assessment & action planning; communication interventions; stakeholder management
· Cross tranined in cost center management.
· Provide support and participate in the Change Control Board and change control process
· Facilitate Change Advisory Board Meetings.  Responsibilities include:
· Planning, scheduling, managing and chairing CAB meetings. Includes creation of agenda's and meeting minutes. 
· Deciding appropriate stakeholders for the CAB meetings
· Handling and updating CMDB database when a change is successful implemented.
· Generating Daily/Monthly/Quarterly/yearly KPI’s Reports as per the client requirements

Royal Bank of Scotland,Chennai, India 	Aug 2011 - Aug 2013
Technical Analyst
Project: Supporting “Citizens bank” Rhode Islands.
· Fraudulent fund clearing in Automated clearing house for Citizens bank.
· Crediting customers account for unauthorised transaction, transactions not done by customers and wrong debit. 
· Account monitoring & crediting through Main frame, Fee rebate tool, CMOD and excel.
· Daily, weekly & monthly meeting for report, error analysis, stabilization, resource planning & volume trend analysis within the team and customers.
· Identify Problem Investigation, assignment issues, Acting as an initial escalation point for day-to-day Problem Management issues
· Handling day-to-day Problem issues and escalating to Resolver Groups when required to ensure targets are met

· Skilled in collaborative management environment, succeeding through regular meetings and clear formal and informal communication with members of the remote and local management teams
· Responsible for maintaining a good cycle time for call closure within the team and adhering to the SLA's
· Cross trained in Identity Access management review and provisioning
· Act as key participant in review and development of Identity Access Management (IAM)
· Generating Daily/Monthly/Quarterly/yearly KPI’s Reports as per the client requirements
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